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» Shows a strong pragmatic orientation by explaining not only what
security risk assessment is, but also how to do it

» lllustrates the various risk assessment tasks and how to conduct
them using a running example

» Presents several typical challenges in risk analysis and how to deal
with them

This book provides a brief and general introduction to cybersecurity and cyber-risk
assessment. Not limited to a specific approach or technique, its focus is highly pragmatic
and is based on established international standards (including ISO 31000) as well as
industrial best practices. It explains how cyber-risk assessment should be conducted,
which techniques should be used when, what the typical challenges and problems are,
and how they should be addressed.

The content is divided into three parts. First, part | provides a conceptual introduction to
the topic of risk management in general and to cybersecurity and cyber-risk management
in particular. Next, part Il presents the main stages of cyber-risk assessment from context
establishment to risk treatment and acceptance, each illustrated by a running example.
Finally, part Il details four important challenges and how to reasonably deal with them

in practice: risk measurement, risk scales, uncertainty, and low-frequency risks with high
consequence.

The target audience is mainly practitioners and students who are interested in the
fundamentals and basic principles and techniques of security risk assessment, as well
as lecturers seeking teaching material. The book provides an overview of the cyber-risk
assessment process, the tasks involved, and how to complete them in practice.
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